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ESR Statement on the European Commission’s proposal for a  

Regulation on the protection of individuals with regard to the processing of 

personal data on the free movement of such data  

(General Data Protection Regulation) 
 

 
The European Society of Radiology (ESR) is an apolitical, non-profit organisation, dedicated to 

promoting and coordinating the scientific, philanthropic, intellectual and professional activities of 

Radiology in all European countries. The Society's mission at all times is to serve the health care 

needs of the general public through the support of science, teaching and research and the 

quality of service in the field of radiology. The ESR is the European body representing the 

radiology profession with close to 54,000 individual members and acts as the umbrella 

organisation of all national radiological societies in Europe as well as Europe’s subspecialty 

organisations in the field of radiology.  
 

  
The ESR welcomes the European Commission’s proposal for a new data protection 

Regulation, which aims at updating the existing framework (Directive 95/45/EC) 

dating from 1995 to address the fragmentation of national legislation, legal 

uncertainty regarding a number of issues as well as in order to strengthen the 

individual rights and to tackle the challenges of globalisation and new technologies. 
  
As a scientific and professional society, the ESR would like to draw particular attention to 

the specificities of data protection in the healthcare setting and related research, as 

particularly in view of the European Union’s eHealth vision including cross-border services the 

sharing and collecting of health data has a profound impact on how medicine is practiced today. 
  
It is considered particularly important that updated European legislation in this field reflects the 

best practices of EU Member States identifying drawbacks in countries with lower and countries 

with higher levels of data protection in place at national level.  
  

The ESR understands that a number of scientific societies and stakeholders in academia have 

carefully analysed the proposed Regulation with a view to its potential impact on health 

research, clinical trials and patient registries and that a number of concerns and requests for 
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clarification to bring legal certainty to these issues have been voiced in various position papers 

and statements. 
  
The ESR fully endorses the Statement by the Federation of European Academies of 

Medicine (FEAM) dated June 20121, outlining the importance of patient data to 

health research and emphasising the importance to achieve an appropriate balance between 

facilitating the safe and secure use of patient data for health research and the rights and 

interests of individuals.  
 
Building upon the Statement by FEAM, the ESR would like to outline a few additional 

comments, explanations and requests for clarification regarding the implication of 

the proposed Regulation on the field of medical imaging in order to ensure that the 

proposed legislation does not restrict the development of medical imaging and 

related research in Europe, in particular in view of the increasing importance of 

international research empowerment. 
  
Medical Imaging is crucial not only as a final tool to improve diagnosis but also as an 

intermediate, as it can provide a large set of information essential for developing early 

prediction, personalised medicine, quantitative biomarkers and cellular-molecular imaging. 
Most recent initiatives in medical imaging research share an open data policy, as the European 

Commission has shown a strong will towards encouraging the sharing of data and has 

subscribed to the principle of open access to research results in order to boost Europe's 

innovation capacity. The availability of open, high-quality and large scale imaging biobanks and 

processing facilities in terms of data, services and resources will radically simplify access to 

knowledge, improve interoperability and standardisation and will even help consolidate the 

medical imaging research community and foster multi-disciplinary collaboration at European 

level. 
It is essential to strike a balance between ensuring unimpeded medical and scientific network 

collaboration while maintaining a high level of information security in order to ensure scientific 

advances and competitiveness in the research arena in Europe. 
  
In the future, biomedical imaging will become one of the major data producers, and people 

working in this area will have to face the burden of data management and analysis within 

shared imaging biobanks. 
  
A specific focus should be put on data exchangeability and interoperability between different EU 

countries. ICT issues in regard to medical imaging are high up on ESR’s agenda, including a 

vision to develop harmonised software throughout Europe to send and exchange imaging data 

and related information to facilitate research and synergies. The ESR would like to call upon the 

European institutions to support such an initiative in order to ensure the traceability, security 

                                                           

1
 http://www.feam-site.eu/cms/docs/publications/FEAMDataProtectionStatementJune2012.pdf 

http://www.feam-site.eu/cms/docs/publications/FEAMDataProtectionStatementJune2012.pdf


 
 
November 2012                3  

and integrity of the data throughout the process. An example of a project dealing with inter-

institutional exchange of radiological information within the eHealth European Interoperability 
Framework can be found at 

http://ec.europa.eu/isa/actions/documents/isa_2.12_ehealth1_workprogramme.pdf 
 
 
Below you will find a list of specific comments regarding the field of medical 

imaging the ESR would like to make in regard to the proposed Regulation in the 

interest of Europe’s patient and benefit of individuals: 
  
  
General remarks 

  
1 Healthcare providers should keep their medical records safe but open to their 

professionals. Processing of identifiable personal data does not apply to standard 

healthcare medical records. 
 

2 Article 7 (4) "Consent shall not provide a legal basis for the processing, where there is a 

significant imbalance between the position of the data subject and the controller" poses 

a risk for the relationship of patients and physicians, and also for research - it could 

imply that a consent of patients would not be valid and, in parallel, could affect the 

relationship of employees and employers in healthcare. 
 

3 Article 17 (right to be forgotten and erasure) is supported by the ESR as data subjects 

should have the right to not allow their imaging data to be used for the interest of the 

public health interest. Explicit consent should be given in this situation. 
 

4 Article 25 regulates the representation of controllers not established in the EU and 

relevant exemptions. These exemptions could interfere with healthcare, if providers from 

outside Europe are enterprises with lower than 250 persons and become active in the 

EU. 
 

5 There is a need to regulate third parties access to patient data, such as technical works 

on medical equipment or databases (remote maintenance). 
Regulation for service providers in healthcare (e.g. remote service for medical 

equipment and IT systems) is needed. Remote service of medical equipment and IT-

systems is mandatory to guarantee highest levels of medical quality and system 

availability (e.g. 24/7). Therefore service personnel may get in contact with protected 

health information (e.g. database maintenance or reconstruction of data at imaging 

modalities). Therefore service personnel should fall under the same regulation and 

liabilities as healthcare personnel itself. Service companies should be responsible to 

http://ec.europa.eu/isa/actions/documents/isa_2.12_ehealth1_workprogramme.pdf
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comply with these obligations, as healthcare providers would not be able to verify 

compliance for every service technician.  
There is a need to regulate third parties’ access to patient data, such as technical works 

within medical equipment or databases (remote maintenance). 
 
Implications on Research  
 

6 Article 5(b) shall not limit data handling in research according to Art. 83.  

Article 5 “principles relating to data processing” with paragraph (b) “collected for 

specified, explicit and legitimate purposes and not further processed in a way 

incompatible with those purposes” needs to be clarified in particularly with regard to 

Article 83[MP1]. In research activities it is mandatory to evaluate data in different ways, 

it would thus not be possible to specify all processing in advance, due to the fact that 

e.g. new tools for image processing will be developed and should be evaluated with 

former processing tools in imaging databanks.  

 
7 The development of platforms for long-term storage (Article 5) and image organisation 

should be registered in order to allow sharing best practice and image data between 

researchers from all over Europe. 
 

8 The explicit consent, as mentioned in Article 7 should not apply for the use of 

anonymised and key-coded image data for historical, statistical, educational and 

scientific research purposes. There is a disproportionate effort to impose the obligation 

to the subject of giving their consent for the adequate use of their anonymised imaging 

data. Also in retrospective studies the explicit consent will be impossible to obtain. 

Transparency information for data subjects should be simple and low-constraint. 

Organisational policies may allow anonymised data to be used for these purposes and 

clearly communicate this policy to the patient. 
 

9 Article 7(1) "the controller shall bear the burden of proof for the data subject’s consent" 

in relation to Article 83 jeopardises health research. In registers for data-mining for 

example it is often quite difficult to define in advance the exactly specified purposes and 

additional findings. 
 

10 Article 6(2) enables data processing for scientific research (“processing of data for 

historical, statistical or scientific research shall be lawful subject to the conditions 

referred to in Article 83”[MP1]), but this may be in contradiction to Articles 5 and 7 

because of the request for “specified, explicit and legitimate purposes“ (Article 5) and 

“subject´s consent” (Article 7), which may not be requested especially retrospectively 

for new research procedures. 
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11 Article 83 (1) b: “Personal data may be processed for historical, statistical or scientific 

research purpose only if “data enabling the attribution of information to an identified or 

identifiable data subject is kept separately from the other information as long as these 

purposes can be fulfilled in this manner.” Any processing of personal data, such as 

image archiving and treating, should fall under the scope of this regulation with 

standardised rules for image data storage and pseudonymisation or anonymisation. The 

data related to the individual subject (the one that could allow patient identification) 

should be eliminated but kept traceable in the databases (key-coded).  
Stringent measures should ensure that subjects are not identified. Personal information 

in these databases should be minimum and shall not allow the identification of the 

subject (non-traceable). Anonymised imaging data should be adequate for image 

evaluation, analysis and assessment. 
The information needed to reverse the pseudonymisation process shall be stored and 

guarded, so that, given the event that more information is needed about the patient 

under study, it will be possible to retrieve this information. However, this information 

should not be traceable on the internet. 
 

12 In the field of medical imaging, anonymity can take different forms, from the alteration 

of the existing text information in DICOM (Digital Imaging and Communications in 

Medicine) headers up to image-level deformation of parts that can identify the patient 

(especially in neuroimaging biometric data). 
Only the data related to the anonymised imaging part must be available for historical, 

statistical, educational and scientific research purposes. 
 

13 Art 83 (2) “publication of personal data under certain conditions” should be in 

accordance with good clinical and scientific practice. 
 

14 The ESR endorses FEAM’s concerns regarding Art 83 (3) “Commission shall be 

empowered to adopt delegated acts” as it implies the possibility for further specifications 

without any restrictions. Clarification is needed that this Article is not in contradiction 

with Art 290 TFEU (also point 3.4.10 of this proposal). 
 

15 No barriers to people donating data for biomedical research should be created. 
 

16 The regulation should allow a better use of health data to approach large-scale system 

based initiatives. Re-use of existing data shall be possible to tackle new issues, as it will 

allow to save time, resources and money. 
 

17 Open and controlled access of image data to the concerned scientific community and 

training of research infrastructure users should not be prevented by the proposed 

Regulation. 
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18 Cloud-based services will be applied to compose and aggregate medical information 

from several sources and with different nature. As an example, biomarker information 

could be included in the healthcare medical records from a patient and accessible 

through mobile devices. 
 

19 Quality control and quality assurance practices should be implemented within registries. 

All the imaging databases and biobanks should be under the responsibility and liability of 

the controllers. Personal data should not be processed for other purposes by third 

parties (in accordance to Article 13). 
 

20 Transfer of image-related information to third countries outside the EU should have the 

same level of protection as within the EU (in accordance to Chapter V). 
 

21 All possible resources should be available for scientists to help tackle a wide range of 

illnesses that cause disability and premature death. The open access has to follow 

registration and traceability. Data mining on the information from DICOM standard 

format and image processing techniques should be allowed. 
 
Implications on Teleradiology  
 

22 In teleradiology and cross-border imaging flows, patients must give informed consent 

(Article 7) when the clinical details and images are electronically transferred from one 

EU country to another. Doctors undertaking cross-border telemedicine and teleradiology 

should have the equivalent regulatory requirement to those of the country where the 

patient accesses healthcare. 
 
Implications on Clinical Trials 
 

23 Clinical trials and their related databases with participation of several European and non-

European countries should maintain pseudonymisation or anonymisation and 

traceability. 
  

  
  
  

 

 

 
  
For further information or questions, please contact the ESR Department of EU and Public Affairs 

at eu-affairs@myesr.org. 
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